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There are 2 devices in this series: GEL-1051 and GEP-1051.
The PoE function is only applicable to the GEP-1051.

Sections of this document use the GEP-1051 as an example. The other switch model differs only in panel

image, port types (non-PoE), and equipment name but functions identically.
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1 WEB MANAGEMENT - LOGIN

1.1 LOGINTO THE SWITCH MANAGEMENT PAGE WEB

The computer’s IP address and the switch IP address must be set to the same subnet (switch default IP address is
192.168.1.1, and the default subnet mask is 255.255.255.0). Using a web browser enter http://192.168.1.1 in the
address bar. Wait for the User Login page to appear and then enter the default user name and password (user name:

admin; password: admin). Click the “Login” button to directly access the web management home page.

ilevelone

- .
‘ User Login
Please input your user name and password!
User Name:

Password:

Device Name GEP-1051 Device Location Contact Name

Figure 1-1: The Login Page

After launching successfully, the switch management home page displays:

hhl. b el

Currant Lsasamin

B2 systam Homa

Moded rame: GEPA2 cPUy 2% Awaiatic MemorcBOME - Awaioble Fizsh e Harchwars Yersan: v1.0 Sedtal numcer: 41T
B ok comigieain Datefime:  F011-12.500:44:78 M. | — ! — Softwaro Vorsicn: v1.0.0.3 Mac address:

b Port Manogemant

¥ VLAN Manugement
P Fauls i Safety

b Systm Managamant
¥ P'SE Syatam

» Qus

» EEE

TR o || ovescome s sue

Kapward: | | [k D Riatrmh

Porta Dessnption gt Fhomiis) Output FlowiBps) Stalus Conecbon Stats VLAN Trunk Fort Gt

Gt oak 1K Enasied . Cennesied 1 ) ek tha Fiow Trand

Qi [ 3 Enatiad et Conescted 1 Ha Tk ha Flow Trend
o Uk, enaed 7 nct vonmecizo 1 Hz Chieck thie Fiew Trend

@i oK [ Enariad ® st conractas 1 Ha T Chech tha Fiow Frand

GiE U K Ensoed % et Coneuee 1 Mo Check the Flow Trend

@ o (3 Enasicd ¥ mat Conmecice 1 fiz Check tha Mow Trand

A o s Enaniad ® st conneoan 1 Ho Check mﬂw Trang

Figure 1-2: Web Management Home Page
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2 SYSTEM HOME

2.1 DEVICE PANEL

1. Use the system home page to get a quick understanding of the device operating state, panel information, port

status and general network management information.

b L

®  Cument lIRenacmin

B spsieniiome

Moel nama: GEP 1950 o=l 2 Dsliabla MEmare GIME  Awalahle Flash TN Hartwara Varsion: i Sarial sumear: M1
I Couivks Confipuration DacsTima: 201242 S04men - —— Sofrwars Version: v M arldraRs; ARITLRSAR.A26T

50637

¥ Port Management

» VLAN Management
* Faulr! Satary

* Systern Munugement
» PEE Systom

» oS

» EEE

mlm Flows Trand Ravica Coafiguration Bt Stislics

Figure 2-1 Web View of the Switch Front Panel

2. Clicking on a specific port displays the pop-up window shown in the screenshot below and it is possible to use

the Enable/Disable radio buttons to administratively shutdown or bring up the port.

BB syssam Home

LR Ayalablz Menery SUME Avaintie Flest MU Hardware Version: 1
—_— e I Softwars Version: #1053

Model name: 5
B cuie connguration patefime:

b Part Managamant
¥ VLAN Monagement
b Fault! Safery

* System Management
b PEE Systam

¥ QoS

¥ EEE

Part infirmation m Dauia Coafiuration Pt Sraurics

Figure 2-2 Port Pop-Up
2.2 PORT INFORMATION

The configuration of the GEP-1051 is as follows: "System Home" "Port Information".

L |l

Systam Home s . . y 3
B Moded rame: GEPA2 cPUy 2% Awaiatic MemorcBOME - Awaioble Fizsh e Harchwars Yersan: v1.0 Serlal numcer: MA1TIR000023

B ek covieaan DatefTime:  Z011-12.5 D:44:28 — i — | o Softwaro Versice: v1.0.0.7 Mac address: ASZE GaGT

* Por Manogemant
¥ VLAN Mansgeiznt

b Faulti Safecty

¥ Systam Managamant

¥ I'SE Syatem

» Qus

» EEE

T m——
Poet Infodmation Flow Treed Dewice Configuration Port Stotistics
Kapward: | | |k D Riatrmh

Puita Desunptiom Input Flomiips) Outpul FluwiBpsl Hlaluy Cunnecbon $latus VLAN Trunk Posl Edit.
o 213 213 Enaticd (- Sennzcied 1 Ha  Chack tha Fiow Trand
iz o I3 Enatiad vt Conrsons 1 Ha Gheck the Fiow Trend
@ o Uk, enawed ¥ not Conecks 1 Ha Chieck thie Fiew Trend
A o [ Enamiad ¥ ottt 1 Ha " Chack fna Fiow frand
Gilis K K ) % et Coneuee 1 Ho Check the Fiow Trend
LT ok i Enatied * natcarecee 1 Ha Thicck tha Mew Trand
ainT " ik naned ® ot Conrecat 4 Hn T Cleck the Fiow Trang |

Figure 2-3 Port Information
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On the panel, you can see the device port, description, input flow, output flow, state of the port, connection state,

VLAN, and trunk status.

2.3 FLOW TREND

Click the device port on the panel port to view the port flow trends.

Current Useradmin

B systam Homa

LU 2o il Memmy UMY Awalable Flash 2ME Hartware Version: v1.0 Scrial numcer a1
— . ! S Software Version: 41003 Mac address:

B ik Contquraton DaterTime:

» Hort Managamant
* VLAN Munsgement
b Faulti Safoty

¥ Systam Managamant
¥ PSE System

¥ Qcs

» CEF

| s CHEK 003 et by whetw M T end

Cutput _Input

Hew Trend

OCEI0 OLOEAS. 0IDEGO  GLOENE 010630 OROE4S  01OT00  oioTis 7 010530 i0345  D10E00  CIOENS

| == Gi & | Gurpur Floiios | = —

Figure 2-4 Viewing the Flow Trend
2.4 DEVICE CONFIGURATION

Click "Device Configuration" to view and change the configuration of the device.

! L

58 systam Homa LFUL 50 Awalable MemorpsUME Aot Flash e Hardwars Version: w19

B quer nomaguestan

¥ Piwt Mansgsmant
b WLAN Manugensent
¥ Fault) Safety

¥ Systam Managamant
¥ I'SE Syaten

b QoS

* O

Fust infoimetion Flow feend Levice Coutiguratin Burt Statistics.

The Total Kamber of VLAY 1 Corfguaan
Post Aggregation Kumber ] Coegiran
Pt Mimeeing a Corfguraan
AR Spooting Desied coengirsan
Pt Secunicy Dieztied Corfquinn
DHCP Snoaping Dizkind Eeenguran

Figure 2-5 Device Configuration
Use "Device configuration" to configure the following modules:

Total number of VLANs

Port Aggregation Number

1

2

3. Port Mirroring
4. ARP Spoofing
5

Port Security
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6. DHCP Snooping

2.5 PORT STATISTICS

The Port Statistics page shows the number of bytes received, the number of bytes sent, the number of incomplete
packets, the number of large packets, CRC error packets, and the number of conflicts.

-]
= system Home Wi v CRus i Fulsle ey SN Avaiaie Pl 2w Huichwarz Wersion: v1.0
B, cuick connguralin e Times: & — = — Eolwse Version: ¥k
» Part Managemant
» VLAN Managamant
» Fuull Saluty
¥ Systcm Management
B PSE System
* Qos
» EEE
otiomaton || powTong | Do ontraton
Pieta Dytan Recsived [MELELT Incomplets Packite Lorgs Packess CRE Civoes Coaflicts
[=80] 2e41508 PR ] ] u ]
(CT ] ] n [ ]
G ] ] ] ] u v
-1 ] 1 a ] [ 0
G 424 2078 ] ] @ ]
cius ] ] ] ] [ [
o7 ] ] ] 0 ]
G ] u ] ] u u
———

Figure 2-6 Viewing Port Statistics

13



3 QUICK CONFIGURATION

Click "Quick Configuration" to quickly configure commonly used functions, such as a VLANSs, trunk ports, port classes,
SNMP, and basic settings.

3.1 BASIC SETTING

Click "Quick Configuration" and then "Basic Settings" to display the System Settings page. The current basic system
information and management password can be configured.

™ L i

IS cunent wseradmm

B ymom Howe

Bask: Satting VLAN Settings FartMode |

W8 ek cantiquranan || s systen seinge

¥ Part Managamsng

CHCP: [ Sialic Alccaie 7|
* VLAK Managemant

& CEE-1051
¥ Fuull/ Saluty iy
* System Management Davica
» PSE Systam Conlact Mame:

» oS Cantact Infammatian:
» EEE MAC; fErTmnERT | ¢
Aely
| | Mo e e s pussmond nd st st
Ol Pasawonts
New Passworc:

Confim Hew Passwont:

ey | [ Bty |

B

Figure 3-1: Basic Setting
3.2 VLAN SETTINGS
Click "Quick Configuration" and then "VLAN Settings" to access the VLAN configuration page. You can view the

current VLAN information, create new VLANs, modify VLANs, delete VLANSs, etc. When configuration is completed,

click "Next".

b b il W
Canrenl U ot

B8 =vem Home

| Base satung VLAN Setongs || Porimeds |
B Cuick Contiguration I T
* o Managamant

¥ VLAN Munugenienl

¥ Fault/ Safoty 1 aefindl 110 7

VLAK D VLAN Hama Tap Part Antan Part Edn

¥ Syatam Mangamant 0 Wew VLAN 3 Delote VLAK First Provias 1] Nest Lasfl {1Fage
¥ PSE System oo

» QoS

» FEE

@ Previous I e Hext ]

Figure 3-2: VLAN Settings
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3.3 PORT MODE

Click "Quick Configuration" and then "Port Mode" to access the port settings page. You can change the port setting

to allow VLANSs in trunk or hybrid mode.

@ Note: When a port is changed to trunk mode, it will be removed from any previous untagged VLAN). When

configuration is complete, click "Next".

Current User:admin Pep— o)

B system Home

‘ Basic Setting VLAN Settings PortMode |
& Quick Configuration

» Port Management Note: 1 Access: This mode port can only beiong 10 one VLAN, you can transmit packets of the VLAN . the defaull is VLAN 1, is generally used with the terminal directly connacted

2.Trunk: This mode port can beiong to multiple VLAN, can transmit multiple VLAN packets, can only transmit data frames of Tag type (Natwe VAN to Untag type transmission ) . generally used in conjunction with ofher switches i the network
s — 3 Hybrid: TS mode port can beiong to multiple VLAN. can transmit multipie VLAN packets, can ransmit Tag or Untag packet frame.

¥ Fault] Safety 4 When the port is changed to Trunk mode. X will be removed from the previous Untag vian

» System Management

» PSE System ——
» QoS N 7 2

Selecta port to configure

» EEE
§2 Optional port §i Sesected port {77 Aggregation port {3 Trunk Port Sedect all Select all ofhers Cancel
Port Mode: Hybrid Native VLAN: 14004
Apply

Port Port Mode Native VLAN Eait
Access 3
2 poes 2
’ 2
“ 4
s B
8 Access 2
7 Access it

Figure 3-3: Port Mode
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4 PORT MANAGEMENT

4.1 BASIC SETTINGS

4.1.1 Viewing the port configuration

On the navigation bar, click "Port Management" and then "Basic Settings" to view the current configuration of the

switch ports:

PTC CionE e W ——— T |

Bask 3euings

ipaie: Sxed il pans oe cick and drag ths mouse 1o sedss muticle ports
s wdll it faks aflark

WITU1522-10240): Aaphy

Salocta pont 1o configure:

1 2 '} a 5 & 7 )
T g b

¢ optanzt part o Fead porl Y Swactnd port [T] Aqreaation sart Salact Al felect 3E pmen Canca

¥ VLAN Managemert
Fault

Figure 4-1: Viewing the Port List Data
The port list attributes show the current switch port configuration:

Port: The number of the port.
Port Description: Displays the switch port description.

Port Status: The switch port status information; enabled or disabled.

1

2

3

4. Port Rate: Displays the switch port speed configuration; auto-negotiation or 10/100/1000.

5. Working Mode: Displays the switch port duplex configuration; auto-negotiation, full, or half duplex.
6

MTU: Indicates the maximum size of packets on the port.
4.1.2 Configuring port properties

Click the - icon to configure the selected port attributes:
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Figure 4-2: Port Properties Configuration

To configure port properties:
Step 1: Click the edit icon

Step 2: In the Port Properties configuration page, fill or select the value to be configured.

Step 3: Click Apply

4.2 STORM CONTROL

4.2.1 Viewing the storm control port settings

Click "Port Management" and then "Storm Control" to view the current switch port storm control information.

L T

B zyziom Home
W uce comgron

+ Port Managemant
* Hasle SATIngs

» Stomm Contral
» P G

» Fart fograqation

Storm Control

Descripban; Ssioctine porfs) you san o conbgure. Cack o RAadual ports or cher and grag the mause 12 seect mulisie pocs.

Hote: f the parameles g2

e 208 ) Supionied, e changas vil ol 18 fec

Salect a port 1 configuns:

‘_“__E‘__i__'_“_5 & 7 0 § 10

+ FartMramng 1S ceotans port G Fiead por il Selecan part LT Aggregation por Telect =il Seect al orem Cancal
* Foit Incladon
Storm Conend Tyae: | Disstlad *| Sannm Canfral Vala: | LN knoe Vaing murpas of 15 Bateass 167000}
» Pt Eocad Lime R
b WLAN Managamanr e
B Fault) Sobety I ot it
b System Management Par Uik usicst Dirosicaal Uniisen st Calit
¥ PSE System
Dezabice Cizabked Cizabied rd
b otaf k-
» EEE 2 Dizahind Dizahkad Cizatiad @
1 Unzabiec Lr=abled Lhzatrhed =
4 Dizahian Etzahiart Dizaniart »
5 Dazalie Dizalthdd Cigabikd 2
Dzabioe Cizabked Cizabied 7
T Dizahiad Tzahkad Cieaiad o

Figure 4-3: Viewing the Storm Control List
The list of ports shows the current storm control property values:

1. Port: The number of the port.
2. Unknown-unicast: Unknown unicast packets control.

3. Broadcast: Broadcast packet control.
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4. Unknown-multicast: Multicast packets control.
5. When the control value setting is not a multiple of 16, the system automatically matches the closest multiple of
16.

6. The control values of unknown-unicast, broadcast, and unknown-multicast, can only be a single value.

Clicking the corresponding port on the port panel view selects the port(s) to be configured.
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Figure 4-4: Configuring Storm Control Information

You can also select multiple ports for batch settings.

A T
| Clmrenl Userates

B sziem Home Storm Conteal
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T i ad Balect @ por 1o configars:

v T e L o S 5 [ T (B L T
e prpri - - | Pl e e |
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[ S onmivd Ty Froanies v Sinrm Conal Walia: @ L1t et Ve s o 56 barwaan 161000004
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b WILAN Managamant M
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Figure 4-5: Bulk Edit Configuration

After selecting the ports in the Storm Control port panel, set the unknown-unicast, unknown-multicast, and

broadcast values. For example, set the port 1 unknown-unicast storm control to 1009, and then click Apply.
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Figure 4-6: Configuring Storm Control Information
The configuration displays as shown below:
I Port List
Port Unknown-unicast Eroadcast Unknown-multicast Edit
1 1008 Disabled Disabled 74
2 Disabled Disabled Disabled z

Figure 4-7: Configuration Successfully Storm Control Information Flow Control
4.3 FLOW CONTROL

Click "Port Management" and then "Flow Control" to view the port flow control information on the switch.
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Figure 4-8: Flow Control Information

4.3.1 Configuring flow control

To enable the port flow control function: Select the ports to enable traffic control, and then click "Flow Control".

Select "On" in the Flow Control Type pull down menu and click Apply.
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Figure 4-9: Open Port Flow Control Function

To enable port traffic control:

Step 1: Select the port.

Step 2: Set the Flow control Type to On.

Step 3: Click Apply.

View the port list to check that the configuration is successful:
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Figure 4-10: Port Flow Control Status

To modify the port’s flow control function: click the “ button in the Edit column of the port list.
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Figure 4-11: Close the Port Flow Control

To turn off port flow control:

Step 1: Select a port by clicking on the desired port in the "Select a port to configure:" port panel view.
Step 2: Set the Flow Control Type drop down menu to Off.

Step 3: Click Apply.

4.4 PORT AGGREGATION

4.4.1 Viewing the port aggregation configuration

Click "Port Management"-"Port Aggregation" to view the current port aggregation configuration.
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Figure 4-12: Port Aggregation Configuration
The port aggregation list shows the current port configuration:

Aggregation number: The link aggregation group number value.
Load Balancing: Displays the current link aggregation group load balancing condition.

Aggregate types: Displays the port aggregation protocol.

P W oR

Member ports: The number of ports in the link aggregation group by displaying the current port link aggregation
group members.
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Configuring aggregated ports can bind a maximum of eight member ports together, and transfer data among
members of the group using network traffic shunt rules.
The port members of a port aggregation group must ensure that their port speed, duplex and port states agree

otherwise the configuration will fail when using the Apply button.

4.4.2 Configuring a port aggregation group

1. Inthe Aggregation ID field enter an aggregation ID from 1 to 8.
2. Select the desired ports to be aggregated in the port window.
3. Select the aggregation type.
4. Click Apply.
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Figure 4-13: Port Aggregation Configuration Area

To add more ports to the aggregated logical:

Step 1: Select the “load the shunt” option in the Load Balancing drop down menu.
Step 2: Enter the aggregation ID number in the "Aggregation ID” field.

Step 3: Select the ports to be aggregated in the port window.

Step 4: Select the aggregation type in the “Aggregation Type” drop down menu.
Step 5: Click Apply.

4.4.3 Modifying port aggregation

In the Aggregation List click on the “ icon under Edit that corresponds to the Aggregation group that needs to be

modified:
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Figure 4-14: Modifying the Port Aggregation

Modify Link Aggregation Procedure:

Step 1: In the Aggregation List, click the Edit icon on the right that corresponds to the Aggregation group.
Step 2: In the port aggregation configuration page modify the load balancing type.

Step 3: To add a port to the aggregation group select it.

Step 4: Click Apply.

4.5 PORT MIRRORING

4.5.1 Port mirroring configuration

Click "Port Management" "- "Port Mirroring"
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Figure 4-15: Port Mirroring Configuration Information

The Mirroring Port List at the bottom of the page shows the current port mirroring configuration.
Mirroring group: This is the ID that identifies the port mirroring (1-7).
Source Port: The port selected to forward its traffic to another port.

Destination port: The port which receives the forwarded traffic from the configured source port.

[z] Note 1: A Port aggregation port cannot be used as either a destination port or a source port.
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E] Note 2: The destination port and source port cannot be the same port.

@ Note 3: A group mirroring group can have only one destination port.

4.5.2 Adding a port mirroring group

Select the source and destination ports in the appropriate windows, select the mirroring group session ID and then

click Apply.
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Figure 4-16: Adding a Port Mirroring Group
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Figure 4-17: Adding a Port Mirroring Group Results

Port mirroring configuration steps:
Step 1: Select a Source Port.

Step 2: Select a Destination Port.
Step 3: Select a Mirroring Group.
Step 4: Click Apply.

Configuration Notes:

1. A maximum of 7 mirroring groups can be configured.

2. Aggregated ports are shown as gray in the panel — these cannot be configured for port mirroring.
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3. Additionally, ports already being used for port mirroring are also displayed as gray (grey ports are unavailable

when configuring a new port mirroring).

4.5.3 Modifying a port mirroring group

Select the group to modify, click the ~ icon under the Edit field in the Mirroring Port List and make the

modifications.
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Figure 4-18: Modifying the Port Mirroring Group
To Modify the port mirroring configuration:

Step 1: Click the “ icon in the Mirroring Port List.
Step 2: Add or remove the ports required in the configuration panel.

Step 3: Click Apply.

4.5.4 Deleting a port mirroring group
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Figure 4-19: Deleting a Port Mirroring Group
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Figure 4-20: A Successfully Deleted Port Mirroring group

To remove a port mirroring configuration:

Step 1: Click the " icon in the appropriate Mirroring Port List row.

Step 2: In the new panel, click Cancel the source port, destination port and then click Cancel.

Step 4: Click Apply.

4.6 PORT ISOLATION

4.6.1 Port isolation configuration

Click "Port Management" - "Port Isolation"
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Figure 4-21: Viewing Port Isolation Configuration

4.6.2 Configuring port isolation

Select the port(s) to configure port isolation on, then set the Port Isolation Type to On, finally click Apply.
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Figure 4-22: Enabling the Port Isolation Function
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Figure 4-23: Enabling Port Isolation Results
4.6.3 Modify the port isolation

In the Port List select the port to modify and click the # icon under the Edit column. Make the modifications to the

port isolation configuration.

27



- bkl

© Currant Bsaradmin

o

1 el Iha 'Falt o for Ma ort yoi want tn selata o 1 Skl bl Tha sor imscs sl nim gray. Mast, Salect 03 pamtis) vol want o Bnlsta Tmm 6 pot sakciad Tha Bkl ned Imageis) wil be ke Finall, cick Aty Tha

ot Manogsmant
* Basic Seting

1l o appear in ©e kabie.
ok the Cot foon Frst to coniurs port isslion

Selwilu poel 10 configus:

= P Congo
Loy oW

T .
T Pk Al PR  I R |

* Hmt Mo

* Wortisolabon 77 Coptiorn oot R0 Froed port. i Selecies poil. ST Appegetivn puil. Sefecl ot Selecl sl ol Sancel
- EmtEoccd Lme == =
i Pont st Type| OF %]
¥ VLAN Managrment B 1
i || oty
¥ Laulti Safety

I Part List

b System Mansgement
b PSC Systam

iz}

¥ EEE

Innlatar Stata

3
=

Frahien

K K] E

| Eraliee r
| 1 Rksahad >
| 5 Dizase "y
| & Dksahiad 2z
| Cresti Z
| 2 Diahiad o

[ Dizaed ]
i “n Dtsabi i

Figure 4-24: Modifying the Port Isolation configuration

4.7 PORT SPEED LIMIT

4.7.1 View port rate limit

Click "Port Management" - "Port Speed Limit" to view the currently configured port speeds.
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Figure 4-25: Viewing the port speed configuration

The port speed limit list shows the current speed limits for each port.
Port: The number of the port;
Input limit: uplink port speed;

Output speed: port downstream rate;

4.7.2 Configuring the port access rate

In the port panel view click the port to select it and then set the speed limit value by dragging the Input and Output

Speed Limit bars.
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Figure 4-26: Configuring the Port Speed Limits
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Figure 4-27: Port Speed Limits Configured
To configure Port Speed Limits:

Step 1: Click the port - icon or select multiple port icons;
Step 2: Set the input and output speed limits for the port or ports selected;
Step 3: Click Apply button.

4.7.3 Removing the port speed limits

Select the port or ports to remove the speed limits from. Slide the Input and Output speed limit controls all the way

to the right and then click Apply.
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Figure 4-28: Removing the Port Speed Limits
To remove port speed limits:

Step 1: In the port list click on the port’s -“ icon under the Edit column.
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Step 2: Slide the input and output speed limit controls all the way to the right.
Step 3: Click Apply.
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5 VLAN MANAGEMENT

5.1 VLAN MANAGEMENT

5.1.1 Showing the VLAN configuration

Click "VLAN Management" "VLAN Management" to view the VLAN settings:

VLAN Settings Port Mode

I VLAN

Y

VLAN D VLAN Name Tag Port Untag Port Edit

D NewVLAN @ Delete VLAN First Previous (1) Next Lasfi

» PSE System
» QoS
» EEE

Figure 5-1: VLAN Configuration Information

VLAN Settings Tab: shows the currently configured VLANs. The fields are:

e VLAN ID: The VLAN ID that identifies the particular VLAN.
e VLAN Name: The configured name of the VLAN.
e VLAN IP address: Displays the switch's management IP;
e Tag Port: The VLAN’s port members that are set to tag the MAC layer with VLAN tags.
e Untag Port: Ports that are members of the VLAN — no tagging.
By default, all ports belong to VLAN 1.
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5.1.2 Adding a VLAN

Click the New VLAN button to add a new VLAN.
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Figure 5-2: Adding a VLAN
To add a VLAN:
Step 1: Click New VLAN.

Step 2: Input a VLAN ID (1 to 4094) and a VLAN name (1 to 31 characters).
Step 3: Select the ports to add as members of the VLAN
Step 4: Click Apply.

5.1.3 Removing VLAN

5.1.3.1 Single VLAN delete

To delete a single VLAN all the port members must be deleted first. Once the VLAN has no port members click the

red X on the far right side of the VLAN list to delete the VLAN.
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Figure 5-3: Deleting a Single VLAN
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5.1.3.2 Deleting multiple VLANs

In the VLAN list check the checkbox next to the VLANSs to be deleted in the box(s) on the left. Click the Delete VLAN

button to delete the selected VLAN(s). Note that any VLANSs that still have member ports will not be deleted.
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Figure 5-4: Deleting Multiple VLAN

To delete multiple VLANSs:
Step 1: Check the checkbox next to the VLAN ID in the VLAN list. (you can check multiple VLANS if needed)

Step 2: Click the Delete VLAN button.
Step 3: Click OK in the confirmation window to delete the VLAN(s).

5.1.4 Editing a VLAN

5.1.4.1 Adding a port(s) to a VLAN

In the edit VLAN window click on the port panel view ports to select them as members of the VLAN.
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Figure 5-5: Adding a Port(s) to a VLAN

To add a port(s) to a VLAN:

Step 1: Click < icon under the edit column in the VLAN list view.
Step 2: In the port panel windows select the tagged or untagged ports to add to the VLAN.
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Step 3: Click Apply.

5.1.4.2 Removing a port(s) from a VLAN

In the Edit VLAN window click on the existing port members to deselect them from the VLAN and then click the

Apply button.
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Figure 5-6: Removing a Port(s) from a VLAN
To remove a port(s) from a VLAN:

Step 1: Click the < icon.
Step 2: Click the untagged or tagged ports to deselect them from the VLAN.
Step 3: Click Apply.

5.1.5 Viewing the VLAN port mode

Click Port Management - VLAN Management- Port Mode to view the configured VLAN port mode.
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Figure 5-7: Viewing the VLAN Port Mode

The following is displayed in the Port Mode list:
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e Port Number
e The Native VLAN the port is a member of.
e Port Mode (Trunk, Hybrid or Access)

The default setting for all ports: Native VLAN set to 1 and Port Mode set to Access.

5.1.6 Changing the port mode to trunk

Select the port and click the Port Mode drop down menu and set it to Trunk, then click Apply.
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Figure 5-8: Change the Port Mode is Trunk

Setting the Port Mode steps:

Step 1: Select one or more ports in the port panel.

Step 2: Click the Port Mode drop down menu and change the mode to: Trunk.
Step 3: Set the Native VLAN; the VLAN ID must be configured.

Step 4: Click Apply.

5.1.7 Changing the port mode to hybrid

Select the port and click the Port Mode drop down menu setting it to Hybrid, then click Apply
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Figure 5-9: Change the Port Mode is Hybrid

To set the Port Mode as hybrid:

Step 1: Select one or more ports in the port panel.

Step 2: Click the port mode list and change the mode to: Hybrid.

Step 3: Set the Native VLAN; the VLAN ID must be configured.

Step 4: Click Apply.

5.2 VOICE VLAN

5.2.1 View voice

VLAN information

Click "VLAN Management" "Voice VLAN" "Voice VLAN Global" to view the switch voice VLAN configuration.
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Figure 5-10: View Voice VLAN Information

5.2.2 Configure voice VLAN global

Click "VLAN Management" "Voice VLAN" "Voice VLAN Global" to configure the voice VLAN.
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Figure 5-11: View Voice VLAN Information

To configure the voice VLAN global:

Step 1: Next to Voice VLAN State click the OFF slider to ON.

Step 2: In the voice VLAN ID text box, enter the ID, such as 900;

Step 3: In the voice VLAN CoS text box, choose 6;

Step 4: In the aging time text box, enter aging time, such as 1000;

Step 5: Click Apply.

5.2.3 Configuring a voice VLAN port

Click "VLAN Management" "Voice VLAN" "Voice VLAN port" to configure a voice VLAN port;
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Figure 5-12: Configure Voice VLAN Port

To configure a voice VLAN port(s):
Step 1: Select ports to configure.

Step 2: In the state text box, choose enable.

Step 3: In the mode text box, choose manual.
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Step 4: Click Apply.
5.2.4 Configure voice VLAN OUI

Click "VLAN Management" "Voice VLAN" "Voice VLAN OUI" to configure a voice VLAN OUI.
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Figure 5-13: Configure Voice VLAN OUI

To configure a voice VLAN OUI:

Step 1: In the OUI address text box, enter OUl address, such as 00-b0-1E-00-00-00.
Step 2: In the mask text box, enter the mask, such as FF-FF-FF-00-00-00.

Step 3: In the description text box, enter the description, such as testOUI.

Step 4: Click Apply.

5.2.5 Voice device address

Click "VLAN Management" "Voice VLAN" "Voice Device Address" to view the Voice Device Address.
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Figure 5-14: Voice VLAN Address
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5.3 SURVEILLANCE VLAN

5.3.1 Showing the surveillance VLAN information

Click "VLAN Management" "Surveillance VLAN" "Surveillance VLAN" to show the Surveillance VLAN information.
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Figure 5-15: Showing the Surveillance VLAN Information

5.3.2 Configuring a surveillance VLAN

Click "VLAN Management" "Surveillance VLAN" "Surveillance VLAN" to configure a Surveillance VLAN.
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Figure 5-16: Configure Surveillance VLAN

To configure a surveillance:

Step 1: In the surveillance VLAN TEXT BOX, click the ON/OFF" to "ON" (green).

Step 2: In the surveillance VLAN ID text box, enter an ID for the Surveillance VLAN for example, 500.
Step 3: In the Surveillance VLAN CoS text box, select for example, 3.

Step 4: In the aging time text box, enter the aging time in minutes (1 to 65535), for example, 500.
Step 5: Click Apply.
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5.3.3 MAC settings and the surveillance devices

Click "VLAN Management" "Surveillance VLAN" "Surveillance VLAN" "MAC Settings and Surveillance Device" to

configure the User-defined MAC settings.
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Figure 5-17: Configuring the User-defined MAC Settings

To configure the surveillance VLAN:

Step 1: From the component type drop down menu, choose video management server;

Step 2: In the description text box, enter type “testOUI” without the quotation marks.

Step 3: In the MAC address text box, enter the required MAC address, for example 00A1.0203.0000.
Step 4: In the mask text box, enter the required mask, for example FFFF FOO0 000.

Step 5: Click Apply.
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6 FAULT/SAFETY

6.1 ATTACK PREVENTION

6.1.1 ARP snooping

6.1.1.1 Showing the ARP Inspection configuration

Click "Fault/Safety" "Attack Prevention" "ARP Inspection" to view the ARP Inspection configuration, this feature is

turned off by default.
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Figure 6-1: Showing the Port ARP Inspection configuration

6.1.1.2 ARP inspection function

In the ARP Inspection configuration, click the ON/Off switch to enable this function and then select a port to apply

the ARP inspection. Select the ARP inspection parameters in the fields below the Port window and then click Apply.
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Figure 6-2: Configuring ARP Inspection
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Figure 6-3: Saving the ARP Inspection configuration

I Stata of the ARF table
Part Trust Status Rate pps) Source MAC Check Destination MAC Check IP Check Allow Zeros Edit
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3 Untrustsd Mone Dizanled Disaian Disablen Disaled P
4 Untrusted Mone Disabled Disabied Dizabled Disabled 4

Figure 6-4: Successful configuration of ARP Inspection
6.1.1.3 Disabling ARP Inspection

In the ARP Inspection configuration table (State of the ARP table), click the edit icon. In the ARP inspection

configuration panel click the ON/OFF button to the OFF position. Click OK in the confirmation window to disable ARP

Inspection from the associated port.
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Figure 6-5: Disabling ARP Inspection
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6.1.2 Port security

6.1.2.1 Configuring port security

To configure port security click "Fault/Safety" "Attack prevention" "Port Security".
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Figure 6-6: Configuring port security

In the configuration page, select one or more ports, enable the admin state, configure the port max learning address

(1 to 256) and click Apply.
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Figure 6-7: Port Security Manual Configuration

6.1.2.2 Modifying port security

In the port list, select the port to edit and change the configured security parameters for the port (for example,

disabling the port security Admin State) and click Apply.
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Figure 6-8: Modifying the port security configuration

6.1.3 DHCP snooping

6.1.3.1 Viewing DHCP snooping configuration

To show the DHCP snooping configuration click "Fault/Safety" "Attack Prevention" "DHCP Snooping". DHCP Snooping

is used to detect and prevent rogue DHCP servers from offering IP addresses to the network clients.
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Figure 6-9: Viewing DHCP Snooping Configuration

6.1.3.2 Enabling DHCP snooping

Click "Fault/Safety" "Attack Prevention" "DHCP Snooping" "Port Property" and then click the ON/OFF slider to turn

on DHCP snooping.
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Figure 6-10: Enabling DHCP Snooping
6.1.3.3 Configuring DHCP snooping trusted ports

Select the ports to be trusted and change the Trust state to Trusted, enable option82 and the Action parameter and

then click Apply.
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Figure 6-11: Disabling Rogue DHCP Server Functions on a DHCP Port and Enabling Option 82

When a DHCP server is connected to an access port set the Trust Status in DHCP Snooping to Trusted.
Access ports not hosting a valid DHCP server should have their Trust Status set to Untrusted.
Configure Option82 if your DHCP server supports the option to restrict the number of IP addresses that can be

assigned to the port.

6.1.3.4 Viewing the DHCP Snooping Binding Table

Click the Binding List tab to view a list of the IP addresses assigned to a port.
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Figure 6-12: Viewing the Binding List of a Port.

6.1.3.5 Configuring Option82 CID information

Click the Option82 Circuit ID tab to configure the CID information.
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Figure 6-13: CID Information

6.1.3.6 Disabling the DHCP snooping function

On the DHCP Snooping Page under Attack Prevention click the ON/OFF slider and click OK in the confirmation

window. The sliding switch should now display OFF.
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Figure 6-14: Disabling DHCP Snooping
6.1.4 CPU Guard

Click "Fault/Safety" "Attack prevention" "CPU Guard" to view the CPU guard settings.
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Figure 6-15: Viewing the CPU Guard Configuration

6.1.4.1 Modifying the CPU guard configuration

Set the packet per second rate for each of the traffic types and then click Apply.
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Figure 6-16: Modifying the CPU Guard Configuration

6.2 PATH DETECTION

6.2.1 Path/Tracert detection

Click "Fault/Safety" "Path Detection" "Ping Detection" or "Tracert Detection" to send pings to specified hosts or trace

the network route to a specified host.
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Figure 6-17: Ping Testing
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Figure 6-18: Trace Route Test

6.2.2 Cable detection

Click "Fault/Safety" "Path Detection" "Cable Detection" to view Cable Detection tests:
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Only one cable (port) can be selected for the test and then click the Detect button.

Figure 6-19: Cable Detection Test
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Figure 6-20: Port Cable Detection Test Result
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6.3 PORT ERROR DISABLE

Use "Fault Safety" "Port Error Disable" to collect port disable information and set the port auto recovery time.
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Figure 6-21: Configuring Error Disable Automatic Recovery

6.4 DDOS PROTECTION

Click "Fault/Safety" "DDOS Protection" to view DDOS protection configuration.
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Figure 6-22: Configuring DDOS Protection

To prevent different types of DoS attacks from multiple computers select the DoS type(s) to configure and then click

Apply.

50



v e ™ !TH—

? Comest Usaraimin

B8 =ystom kame DEOS Profection
Guick Camgurzaon |
b H Dt Tpom Sefectiun: [ 2 Land Allach #iiey Dt A TS Hul Sezn
* Fort Management WTOF masean TSR SYHAN STER SYM Sro Part Lass 1004

» VLAN Management IW‘

- Fauti Satety |
* Atack Fravention d
* Fath Datacinn
* ForEmmor Disatic
* UDUS Bratechun
* Lowpbeck Delactin
* Aneass Contml
. IGME
. o
* lEERUZIN
- hAA
* System Munageimsnl
¥ PSE System
* Qof
» CCC

Figure 6-23: Selecting the DoS Types to Prevent
6.5 LOOP DETECTION

Click "Fault/Safety" "Loop Detection" to view the current loop detection configuration.
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Figure 6-24: Viewing Loopback Detection Configuration

6.5.1 Enabling loopback detection

Click the ON/OFF slider to ON and then configure the time interval (1 to 32767 seconds) between sending loopback
detection packets and click Apply. Select the ports to enable loopback detection on, then change the State to Enable

and click Apply.

51



Curyeed Useriutinin

B simiem Home Leophack Detection

ek Uoragurmaon
- | aphack Narscrio: (LN

b Port Management

e
¥ W1AN Managrmant =
w Fault) Solety | 2pen |
» Allagk Prevenlizo Salnet s por 10 eanfigura:
* Paln Datectiva 1 ¥ A 5 & T & g W
+ Pl ot Disaea {5 e i i Vi i vl o |
+ DO0E Prlsion

. [ )nptenal port i Fiesd nodt R Selecind part (T Anoragation port - Sélec il Seact aF nirers Fanedl
* Loopback Dedection

B Satn: Diziad
+ dicass Conliol S
. faply |
. I Loopback Detectian Fort
+ IEFE AN 4N Fom i ——— [ Rt -
oA 1 Chatisd Humie @
B Systam Managaimant Enavied Horma &2
b PSE System R
e 3 Enatiad Nzt B
¥ EFF 4 Enubled Mo 7
Enatind Hnrma: >
L] Crnatied Horme: o

Figure 6-25: Enabling Loopback Detection

6.5.2 Enabling/Disabling loopback detection on specified ports

In the port panel select one or more ports to enable or disable the loopback detection state. Change the state to

disabled or enabled in the State drop down menu and click Apply.

gt s

B system e Loopback Detection
B Lk congunatan —
| pophack Namctinn: LM
» PartMa t
S Tene bntervul 152787510 s

P VAN Managamant
= Foull { Safery | Anply

* Al Prevmiun SalRet 3 PO 1 onfigue:

= Fall Detsclun 1.2 3 A5 6 7 8 @ W

AT EEEE OO0

= DDOS Prociun -

§ s ofona pon S Frad porf S Felectea part 4 T Apmegation ot Sslact 41 Sec s olhas | CAve
* Lubik Uelectun

. g = =
state| | Enatad v

= Aciess Cuslrel

- IGHP i

R 1 nnphack Datacton P

= IEEE&IX PusL Loopbock Detsciion Stage Reaull Edit
L 1 Enaticd Hoemi

Figure 6-26: Configuring Ports Parameter

To edit ports individually click the "Edit" icon in the edit column of the Loopback Detection Port list. Then change the

port state to either enabled or disabled.
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Figure 6-27: Editing Port Loopback Detection
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6.6 STP

Click "Fault/Safety" "STP" "STP Global" to view the STP global configuration.
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Figure 6-28: STP Global View

6.6.1 Enabling STP

1. Click the Spanning Tree State ON/OFF of slider to ON and then Click Apply to enable the STP global state.

2. Inthe Spanning Tree Mode drop down menu select the STP algorithm desired, for example RSTP and click Apply.

3. Under STP Traps Set use the ON/OFF sliders to turn on or off traps for STP New Root set or Topology Change.
Once the trap buttons are set correctly click Apply.

4. Set the Spanning Tree Mode priority under Priority and click Apply.

5. Set the Root Maximum Age, Root Forward Delay and Hello Time under Root Bridge Information (or leave the

default values) and click Apply.
Note:

1. Loopback detection and STP functions are mutually exclusive.

2. If LLDP PDU flooding is enabled, mSTP cannot be enabled.
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Figure 6-29: Enabling STP and Configuring the STP Mode and Traps
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6.6.2 STP port settings

Click "Fault/Safety" "STP" "STP Port Settings" to view the STP port configuration.
Select the port(s) in the port panel view and then select the STP settings in the pulldown menus below the port panel

to configure the port STP settings and click Apply.
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Figure 6-30: Port STP Configuration

6.7 ACCESS CONTROL

6.7.1 ACL access control list

6.7.1.1 View access control list

Click "Fault/Safety" "Access Control" to view the ACL configuration.
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Figure 6-31: Access Control List

6.7.1.2 Add access rules
ADDING STANDARD IP ACCESS RULES
Click "New ACL Rules" and in the pop-up dialog box:

1. List ID: Select "Standard IPV4 ACL Configuration"
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ACE ID: Select ACE 0.
Rules: Permit/Deny

IP address: Select “Any source IP address”

vk N

Click Apply to add the new rule:
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Figure 6-32: Configuring Standard IP Access Control Lists
ADDING AN EXPANDED IP ACCESS RULE
Click "New ACL Rules" and in the pop-up dialog box:

List ID: Select "Expand IP ACL"

ACE ID: Select ACE 0.

Rules: Permit/Deny

Protocol: IP

Source IP address: Select “Any source IP address”

Destination IP address: Select “Any destination IP address”

N o v ok wNne

Click Apply to add the new rule:
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Figure 6-33: Configuring an Expanded IP Access Control List
8. ADDING AN EXPAND MAC ACCESS RULES
Click "New ACL Rules" and in the pop-up dialog box:

List ID: Select " Expand MAC ACL"

ACE ID: Select ACE 0.

Rules: Permit/Deny

Source IP address: Select “Any source IP address”

Destination IP address: Select “Any destination IP address”

A T o

Click Apply to add the new rule:
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Figure 6-34: Configuring an Extended MAC Access Control List

@ Note 1: ACE ID is an optional rule and not required: the default is 0.

E] Note 2: For extended IP protocol access control lists, type: TCP, UDP, or IP.
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6.7.1.3 Modifying the ACL configuration

To modify the rules select the rules to be replaced, click" < " to enter the ACL rules page.
Once on the ACL rules page modify the following:

Rules: Permit or Deny

Protocol: Select the required protocol

Source or Destination IP Address: Select Any IP address or Specify the IP address and input a specific address.
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Figure 6-35: Modifying ACL rules

6.7.1.4 Delete an ACL rule

To delete an ACL rule, select the ACL configuration type in the pull down list at the top and then click the red X in the
ACL Rules list to delete it.
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Figure 6-36: Deleting ACL Rules

To remove all the ACE rules of a specified ACL configuration, click the "Delete" button at the bottom of the ACL rules

list.
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Figure 6-37: Deleting all ACL Rules of a specified ACL configuration type

6.7.2 Applying ACLs

6.7.2.1 View applied ACLs

Click "Fault/Safety" "Access Control" "Apply ACL" to view a list of ACLs applied to the switch ports.
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Figure 6-38: View Application ACL Rules

6.7.2.2 Apply ACLs to Specified Ports

1. Select the ACL rules from the Please select the ACL List drop down menu.

2. Select the specified ports to apply the ACL rule on.

3. Click Apply.
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Figure 6-39: Applying ACL Rules to Specified Ports
6.7.2.3 Delete ACLs Applied to a Specified Port(s)

1. Select the ports to delete the applied ACL rule on.

2. Find the ACL rule in the ACL list at the bottom of the page and click the red X under the Edit column to delete the

rule from the port(s).
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Figure 6-40: Delete Application ACL

6.8 IGMP SNOOPING

6.8.1 Viewing IGMP snooping configuration

Click "Fault/Safety" "IGMP" ”"Property to view the configured multicast monitoring information.
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Figure 6-41: Viewing the IGMP Snooping Configuration

6.8.1.1 Enabling IGMP Snooping

Click "Fault/Safety" "IGMP " “Property” and click the OFF slider to ON to enable IGMP snooping.
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Figure 6-42: Viewing the Multicast Listener Configuration

@ Note 1: IGMP Snooping is disabled by default.
@ Note 2: IGMP snooping VLANSs are all open by default.

@ Note 3: The switch uses IGMP v2 as default.

6.8.1.2 Disabling IGMP Snooping

Click "Fault/Safety" "IGMP Snooping" and click the "ON/OFF" slider to "OFF" to disable IGMP snooping.
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Figure 6-43: Disabling IGMP Snooping

6.8.1.3 Configuring the IGMP Version

Click "Fault/Safety" "Property", to access the IGMP version page.

Lot
Curzent Usersadin

& oyatem Home

W Cuick Configuration
¥ Port Management
¥ VLAN Managemant

~ Fault! Safety
*  Amsck Prevention

* Fall Detection
* For Eror Disabla
* DDOS Frataction
* Lusphack Deteclicn
5P
* Access Control
* IGMP
» MLD
* IEEE302.1%
* AAA
¥ Systemn Managemant
b PSE System
* Qo
* EEE

| Property | Quener Throttlng Router Port. Group Address Filtering || Statistics

I IGMP Snooping
Description: Imemet Group Management Frotocol (S034F] snooping (2 & Teature Mat allows 8 Switch o fonward multicast raffic intedigently on the swbch
WETI ) Enatie or deabls the mullics: Sstener vien srabled, the statis rauling part can b sl

I IGMP Version Sebection

IGMP Versior| [IGHP_VZ v

IGMP_V3

Figure 6-44: Configuring IGMP Version

To configure the IGMP version:

Step 1: Select the required version from the IGMP Version drop down menu.

Step 2: Click Apply.

6.8.1.4 Configuring an IGMP Querier

Click "Fault/Safety" "IGMP" “Querier”, to access the IGMP querier page.
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Figure 6-44: Configuring IGMP Querier
To configure an IGMP querier:
Step 1: From the drop down selection box, select the VLAN for the IGMP Querier.S
Step 2: Enable the Status from the Status selection box.
Step 3. Modify all other querier options.
Step 4. Click Apply.
6.8.1.5 Configuring IGMP Throttling
Click "Fault/Safety" "IGMP" “Throttling”, to access the IGMP throttling page.
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Figure 6-46: Configuring IGMP Throttling

To configure the IGMP version:

Step 1: From the drop down selection box, select the VLAN for the IGMP Querier.S
Step 2: Enable the Status from the Status selection box.

Step 3. Modify all other querier options.

Step 4. Click Apply.

6.8.1.6 Configuring an IGMP Router Port (Multicast Routing)

Click "Fault/Safety" "IGMP" “Router Port”, to access the IGMP Router Port page.

62




1. From the VLAN drop down menu select the desired VLAN

2. Select the ports to add to the Router Port setting.
3. Click Apply.
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Figure 6-47: Configuring IGMP Router Port
6.8.1.7 Configuring IGMP Group Address
: n non "o ”
Click "Fault/Safety" "IGMP" “Group Address”, to access the IGMP Group Address page.
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Figure 6-48: Configuring IGMP Group Address

To configure the IGMP version:

Step 1: Select the ports to be assigned the group address.

Step 2: Select the required VLAN from the VLAN drop down menu.

Step 3. Input the Group Address’s four octet fields separated by decimals in the Group Address field.
Step 4. Click Apply.

6.8.1.8 Configuring IGMP Filtering

Click "Fault/Safety" "IGMP" “Filtering”, to access the IGMP Filtering page.
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Figure 6-49: Configuring an IGMP Filtering Profile Setting

To configure an IGMP Filtering Profile Setting:

Step 1: Input a profile ID from 1 to 128

Step 2: Input a start and end address according to group addresses already configured in the tab “Group Address”.
Step 3. Set the Action drop down menu to Permit or Deny as required.

Step 4. Click Apply.
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Figure 6-50: Configuring an IGMP Filtering Binding Setting

To configure an IGMP Filtering Binding Setting:

Step 1: Select the ports to be bound to the IGMP filtering profile.

Step 2: Select the IGMP filtering profile desired from the Profile ID drop down menu.
Step 4. Click Apply.

6.8.1.9 Viewing IGMP Statistics

Click "Fault/Safety" "IGMP" “Statistics”, to access the IGMP throttling page.
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Figure 6-50: Viewing IGMP Statistics

To view the IGMP statistics:

Step 1: Select the Statistics tab in the IGMP menu item.

6.8.2 MLD

6.8.2.1 Viewing the MLD configuration
Click "Fault/Safety" "MLD" "Property" to view the configured multicast monitoring data.

T T e |
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~ Fault/ Safety (EEED Enable or disable the multicast listener, winen enabled, the static routing port can be set
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* Port Error Disable

* DDOS Protection
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* STP
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* IEEE 802.1X

* AAA

Figure 6-51: Viewing the MLD Configuration

6.8.2.2 Enabling the multicast listener function

Click "Fault/Safety" "MLD" "Property" and then click the OFF slider to ON to enable the multicast monitoring

function.
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Figure 6-52: Enabling Multicast Listener (MLD)

@ Note 1: By default, MLD is set to OFF.

@ Note 2: For MLD all VLANs are open by default.

@ Note 3: MLD uses version 1 by default.

6.8.2.3 Disabling the multicast listener function

Click "Fault/Safety" "MLD" "Property" and then click the "ON/OFF" slider to "OFF" to disable the multicast

monitoring function.
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Figure 6-53: Disabling the Multicast Listener Function

6.8.2.4 Setting the MLD version

Click "Fault/Safety" "MLD" "Property" and then click the "ON/OFF" slider to "OFF" to disable the multicast

monitoring function.
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Figure 6-54: Setting the MLD version

6.8.2.5 Configuring MLD Throttling

In the MLD Throttling tab select the ports to apply the specified MLD throttling to.
Input the maximum number of multicast groups.

Select the throttling action mode as either Deny or Replace from the Throttling Action Mode drop down menu.

Ll S A

Click Apply.
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Figure 6-55: Configuring MLD Throttling

6.8.2.6 Configuring MLD Router Ports

1. Inthe MLD Router Port tab, select the ports that are to be associated with the MLD Router Port.
2. From the drop down VLAN menu, select a VLAN number that is to be associated with the MLD Router Port.
3. Click Add Routing Port.
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Figure 6-56: Configuring Multicast Routing

6.8.2.7 Configuring an MLD Group Address

i A

Click Apply.

In the MLD Group Address tab select the ports to apply the specified MLD Group Address to.
From the VLAN pull down menu, select the VLAN to be assigned with the Group Address.

Input the Group Address required in the Group Address field.
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Figure 6-57: Configuring an MLD Group Address

6.8.2.8 Configuring MLD Filtering

1. Inthe MLD Filtering tab select the ports to apply the specified MLD filtering to.

2. Inthe Profile Settings fields input a profile ID, the start address, the end address and select the profile action

from the Action pull down menu (Permit or Deny).

3. Click Apply.
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Figure 6-58: Configuring MLD Filtering

6.8.2.9 Viewing the MLD Statistics

1. Click on the MLD Statistics tab to view the MLD statistics.
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Figure 6-59: Viewing the MLD Statistics
6.9 IEEE 802.1X

IEEE 802.1X is a port-based authentication protocol used for authenticating clients.

Click "Fault/Safety" "IEEE 802.1X"
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Figure 6-60: IEEE 802.1X

Click the OFF slider to ON to enable IEEE802.1X. Use the IEEE 802.1X Settings to apply individual 802.1X settings to

each port in the list.
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Figure 6-45: Enabling IEEE 802.1X

6.9.1 Configuring IEEE802.1X parameters

In the port panel select the port(s) to apply the 802.1X settings on.

Set the following in the 802.1X parameter area:

1. 802.1X Authentication: Enabled
2. Port Control: Auto

3. Host Mode: Multi-auth

4. Click Apply
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Figure 6-62: Configuration IEEE802.1X Parameters

[E] Note: IEEE802.1x protocol is used with the AAA function.

Auto: Indicates that the initial state of the port is unauthorized. It only allows EAPOL packets to be sent and
received. It does not allow users to access network resources. If the authentication passes, the port switches to the
authorized state, allowing the user to access the network resources.

Force-auth: Indicates that the port is always authorized, allowing users to access network resources without
authorization.

Force-unauth: Indicates that the port is always in an unauthorized state and does not allow the user to authenticate.
The device does not provide authentication services to clients that pass through the port.

Single-host: This port can only connect to a single host, until authentication is complete it can only forward
authentication frames.

Multi-auth: When a port is connected to another hub/switch all the connecting hosts on the connected hub/switch
can be authenticated individually.

Multi-host: This port can be connected to multiple hosts, once a single host has passed its client authentication all

other hosts on the port can pass traffic.
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AAA RADIUS

6.9.2 AAA radius configuration

Click "Fault/Safety" "AAA"
In the AAA configuration page enter the AAA RADIUS server IP address, the Authentication Port and Key values and

then for Type select All. Click Apply to configure the AAA RADIUS configuration.

Currert User:adimm

W

velone
RADIUE | TACACS+
l RADIUS Server

TR T

B syem Homs Enabie | T Legin |

® quick Contiguration

b Port Managament
¥ WLAN Management
« Fault! Safcty

| At voet: 512
Priority:

Tameout: i1:30)

e |

(1-635534)
Tty

Rty |

» Atack Frevanion

+ Path Detection - :
Apaly |
+ Porl Eno Disable |

* DO Frotechon Prioaity Auth Port Kay tyne et

X

e

* Loopnari Datacton
+ 5T

1812 123 3 £l A

First Eravces (1] Nasd Last) f 1Page

* Acoess Conred |
* IGME

* MLD

* IEEE 802 1X

v AAA

Figure 6-63: Configuring Radius

6.9.2.1 Configuring RADIUS Authentication
Click the Enable Authentication tab.

Input a name for the authenticating host, for example GEP-1051
In the Method 1 drop down menu select RADIUS

Click Apply

oW oNpoR

In the Enable Authentication parameters select the following drop down menu items:
SSH: GEP-1051, Telnet: GEP-1051

Click Apply.
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Figure 6-64: Enabling Authentication
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6.9.2.2 Configuring RADIUS Login Authentication

Click the Login Authentication tab.

1. Input a name for the authenticating host, for example GEP-1051
2. Inthe Method 1 drop down menu select RADIUS
3. Click Apply
4. Inthe Enable Authentication parameters select the following drop down menu items:
SSH: GEP-1051, Telnet: GEP-1051
5. Click Apply.
mEVE|M Cument Useradmn | . 'w.o
B systern Hame RADIUS || TacAcs+ || Enatie ; Login ion |
W uick Cennguralion | Wathod List
: :E:r:“"u';"ge”l'l:':“ rfnmff: chers) Metno:n
i N '
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: |f:,; el I Lugin Aulbenticativn
* IEEE802.1X G
Figure 6-65: Configuring RADIUS Login Authentication
NOTE:

To successfully authenticate with the AAA TACACS+ function, using a PC input the correct user name and password

through either telnet or SSH connection to the switch.

6.9.3 TACACS+

Click "Fault/Safety" "AAA" " TACACS+"

To configure a TACACS+ server:

Input the TACACS+ server IP address in the host field.
Input the TCP port to use (default is 49).

Input a key in the Key field.

P oW opoe

Click Apply.
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Figure 6-66: Configuring TACACS+

6.9.3.1 Configuring TACACS+ Authentication

Click the Enable Authentication tab:

Click Apply.

Ll S

Input a name for the authenticating host, for example, GEP-1051-TACACS.
In the Method 1 drop down menu select RADIUS.

In the Enable Authentication parameters select the following drop down menu items:

SSH: GEP-1051-TACACS, Telnet: GEP-1051-TACACS

5. Click Apply.
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Figure 6-67: Configuring TACACS+ Authentication

6.9.3.2 Configuring TACACS+ Login Authentication

Click the Login Authentication tab:

Input a name for the authenticating host, for example, GEP-1051-TACACS.

In the Method 1 drop down menu select TACACS+.

1.
2.
3. Click Apply.
4.

In the Enable Authentication parameters select the following drop down menu items:

SSH: GEP-1051-TACACS, Telnet: GEP-1051-TACACS
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5. Click Apply.
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Figure 6-68: Configuring TACACS+ Login Authentication

@ NOTE: To successfully authenticate with the AAA TACACS+ function, using a PC input the correct user name

and password through either telnet or SSH connection to the switch.
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7 SYSTEM MANAGEMENT

7.1 SYSTEM SETTINGS

7.1.1 Management VLAN

7.1.1.1 Configuring basic system settings

Click "System Management" "System Settings" "Management VLAN" to view the management IP address of the

current switch configuration.
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Figure 7-1: Basic System Settings
To configure the switch Basic System Settings: In the DHCP text box, choose static allocation

In the Management IP text box, enter an IP address for the switch, for example 192.168.2.10.

In the Subnet Mask text box, enter a subnet mask, for example 255.255.255.0.

In the Gateway Address text box enter a gateway address, for example 192.168.2.1.

In the Device Location text box, enter a Device Location, for example “RnD Comms Equipment Room”.
In the Contact Name text box, enter a Contact Name, for example “Billy Smith”.

In the Contact Information text box, enter the Contact’s Information, for example their extension x3358.

N vk w N PE

Click Apply

@ Note: For the switch management VLAN switch the default VLAN ID is 1.
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7.1.1.2 System time synchronization

Lt i L [

Chrrent Useraomil | -

B syatameoma | Management VLAN || 3ystem Restart User Management | Systemiog |  Log Export || ARF Table MAC Management
P ek ik =it et G e bl e W o et e |

Descdption 1. Managament VLAN parametars: IF, MAC, gatevay and the uzers contact cetalls. " denches required Saki

¥ Poet Mamagomont 2 The 1P snss gl s canned b conligues when e DHOP sty i enabied.

b WIAN Manzgamant
I Rasic Systam Seiings

¥ Fault { Safaty

* Sysram Managamant Managamant V1 AN | wan 1 v MAC; [WEEE LB 6T
* System Sattings DICP: | Statkc Abocation 1P DHCP: | Statlc Alacation
* Ll Server Mangenert 1P | | Link Local Addiess: [F50: o 1626

* Fumvare Uograde Sutinct Mask: vt Address:
et Indormnation afault Gataway: 197 1581 1 VG Gateway Acrass:

* Confgurafon Managament Login Timaoutis): oo | Device Name: 1o

Duvice Location: [BD Coras Exaizaat By

* Dul Gonngurstion Comtael Name:
 ANVE Contact Infoematicn: Z3EE
o HWEIN Apply

« LLOW Sultings I System Tima Semings

* Adminsletion
Matlcs: The gelich ime s Be synorronzec wiln e Insmat lime by seling he e symohranzatien serer I sodess bo e NTT or SHTP erer fum you seected tine 2one,

b PSE Systzm Fiar; The system wil selecia defuul ime sencionicstun seiver il ny (P atibess is enteed
b QoS .
» EEE The Current Syatem Time:

Mode:| | HTF v Sarver B Addrass:| 05 117 a0 5%

Titive Zorse (Th|| (UTE-00.00Greerdand

Figure 7-2: System Time Synchronization

To configure the system time, select NTP or SNTP and enter SNTP/NTP Server IP Address such as
203.117.180.36(local SNTP/NTP servers or internet SNTP/NTP servers). In the Time Zone (T) text box, you can choose
the time zone for your location, for example the time zone for Greenland is UTC-03:00.

The device system time can also be manually configured.

I Basic System Settings
VLAN: [Vian1 v |* MAC: -
pice s D
Management IP: . Link Local Address:
Subnet Mask: . IPv6 Address: ]
Default Gateway: . 1PV6 Gateway Address:
Login Timeout(s): Device Name: -
Contact Name: Device Location:
Contact Information:
Apply

7.1.2 System restart

Click "System Management" "System Settings" "System Restart" to reboot the switch.
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K JAdkic e L | ‘
Current User:admin ‘ i !

B systom tome | Management VLAN H System Restart ||| User Management H System Log H Log Export H ARP Table H MAC Management |
B Quick Configuration

Description: To restart the switch, click on the ‘restart the device immediately’ button. Please do not close the browser until the process is completed. The browser will automatically refresh when the rg
» Port Management

b VLAN Management |\ Restart the device immediately |

¥ Fault/ Safety
 System Management
= System Settings
* DHCP Server
* Firmware Upagrade
* System Information
* Configuration Management
* Dual Configuration
* SNMP
* RMON
* LLDP Seftings
* Administration
» PSE System
» QoS
P EEE

Figure 7-3: System Restart

To Restart the device:

Step 1: Click the Restart the device immediately button.

Step 2: Click OK in the dialog box that appears.

Step 3: As needed select OK or Cancel at the prompt to save the current configuration.

Step 4: After the restart once the progress bar moves to 100% the switch will be rebooted.

7.1.3 User management

Click "System Management" "System Settings" "User Management" to modify the super user password and telnet

password:

Current User:admin ’ =y | —

J Management VLAN || System Restart H User Management |H System Log H Log Export || ARP Table H MAC Management ‘

E System Home

5 Guick Configurasion I Modify the super user password and telnet password
» Port Management

Hotice: After seffing a new password, you must logout and login again. The password can only contain letters, numbers and underscores.
» VLAN Management

» Fault/ Safety [ OldPassword:  |*

~ System Management NewPassword:|  |*®
* System Seftings Confirm New Password:| |~
+ DHCP Server |H| |®|

* Firmware Upgrade
* System Information
+ Configuration Management
* Dual Configuration
* SNMP
* RMON
* LLDP Setiings
* Administration

» PSE System

» QoS

» EEE

Figure 7-4: Change Password

To change the password:

Step 1: Enter the old password: for example, password.
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Step 2: Enter the new password: for example, abcd123.
Step 3: Confirm new password: for example, abcd123.
Step 4: Click the Apply button;

Step 5: In the dialog box, click the "OK" button.

7.1.4 System log

Click "System Management" "System Settings" "System Log" to enter the log management interface.The log

management interface allows log queries using the search feature and all the logs can be cleared.

T T

Current User:admin

B system Home | Management VLAN H System Restart || User Management H System Log " Log Export || ARP Table || MAC Management |

B Quick Configuration
Description: The system log displays system operating information
» Port Management

* VLAN Management I Syatom FlauhLog

¥ Fault/ Safety (W) Afterenabling Flash Log, the log ram will write into flash; after disabling Flash Log, the log will be recorded, but not written to flash
w System Management
* System Seftings I System Memory Log
* DHCP Server o %
Keyword: | Search Clear
* Firmware Upgrade :
* System Information EL\:lg messages in buffer

15;Dec 05 2013 00:00:44;%SYSTEM-5-INFO: Logging is enabled
* Configuration Management 15;Dec 05 2013 00:00:44;%SYSTEM-5-RESTART: System restarted - Cold Start
16;Dec 05 2013 00:00 44;%SYSTEM-6-INFO: Sysinfo variable 'resetdefault is set to value 0"

* Dual Configuration |5;Dec 05 2013 00:00:46;%LINEPROTO-5-UPDOWN: Line protocol on GigabitEthernet®/s, changed state to up
15;Dec 05 2013 00:00:47.%LINEPROTO-5-UPDOWN: Line protocol on GigabitEthernet0/3, changed state fo up

* SNMP 16:Dec 05 2013 01:40:09;%SYSTEM-6-INFO: System IP is setto 192.168.1.1, NETMASK is set to 255.255.255.0
|B;Dec 05 2013 01:40:09;%SYSTEM-6-INFO: System default gateway is set to 192.168.1.1

* RMON (6:Dec 05 2013 01:40:09;%SYSTEM-6-INFO: System defautt gateway is set to 192.168.1.1
16;Dec 05 2013 01:40:10;%SYSTEM-6-INFO: System name is set to GEP-1051

* LLDP Settings (6;:Dec 05 2013 01:40:10;%SYSTEM-6-INFO: System contact name is set to

* Administration
» PSE System
* QoS
» EEE

Figure 7-5: System Log

@ Note: The Log management system WEB page shows the same logs as using the show logging command from

the CLI. Click the "Clear" button to clear the current log records in the switch.

7.1.5 Log export

Click "System Management" "System Settings" "Log Export" to export the switch log information. A TFTP server

needs to be configured to export the log information.
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Current User:admin

B system Home { Management VLAN || System Restart || User Management H System Log |" Log Export ” ARP Table H MAC Management

™ quick Configuration
Description: This is a log upload to an external TFTP server.
¥ Port Management

» VLAN Management [ oaErwon
» Fault/ Safety TFTP ServertiP: |
* System Management File Name:| |

+ System Settings Export

* DHCP Server

* Firmware Upgrade
* System Information
* Configuration Management
+ Dual Configuration
* SNMP
* RMON
* LLDP Seitings
* Administration

¥ PSE System

* Qo$

kb EEE

Figure 7-6: Log Export

7.1.6 ARP table

Click "System Management" "System Settings" "ARP Table" to view the current ARP table of the switch.

ik ;
Current User:admin

B cystem Home I Management VLAN ” System Restart H User Management H System Log H Log Export }“ ARP Table ‘ll MAC Management

B8 quick Configuration
Description: The table below contains the ARP entries. To clear the fable, click the 'Clear ARP Table Entries’ icon.
» Port Management

» VLAN Management I AREENE

» Fault/ Safety P MAC
¥ _Syshm Marganen: 19216812 00 ED 4C68:1479
* Sysiem Settings
@ Clear ARP Table Entries

* DHCP Server

* Firmware Upgrade
* System Information
+ Configuration Management
* Dual Configuration
* SNMP
* RMON
+ LLDP Settings
* Administration

» PSE System

» QoS

b EEE

Figure 7-7: ARP Table

Click the Clear ARP Table Entries button to clear the switch’s ARP table.

7.1.7 MAC management

7.1.7.1 MAC address lookup

Click "System Management" "System Settings" "MAC Management" to view and query the switch MAC address

information.
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Figure 7-8: MAC address Lookup Display

The MAC address list shows the current switch port learned MAC addresses:
e User MAC: MAC address of the connected device
e Port: Switch port connected to the device MAC address;

e Port Type: How the MAC was configured on the port: Learned (Dynamic) Configured (Static)
e VLAN: The VLAN ID for the port within which the device connected.

You can query the MAC address type according to the type of MAC address (All/static/dynamic) using the drop-down
menu MAC list.
7.1.7.2 Add a static MAC address type

1. To manually bind a MAC address:

Click "Configure MAC Binding" and follow the steps below to configured a MAC address manually.

L ™ m M
TN - \
J 1 A 4
AT | Fitmart Usaradmin 5 et o]
. B I [
Ny Sy=tem Homia | management vLaN System Restan | User Management || System Log | Log Export | ARF Table MAC Management
W Luick Comfguraton
» Part Managamant
b VI AN Maragemant Configurs MAC Binding
v R e ol oot
tbsar AL [F Cra oRE pemat N 0000 o0

= System Managament
 Syetam Sathrgs

vian s Aoz 1
Configure MAC type:| Stalic .
Selecly purt bind (o the MAC:

+ TIHEE Sarer

* Fimwars URgrade

+ systam Infomanon

12 3 4 5 65 7 T 10

* Lonfiguation Management

+ Dual Gonlfigurahion
< BHMP 5 Oplional perl SEP Fioed port. G Selected part 577 Aggragaton perd 500 Tk Puit
* RMON

+ LLDP Seflirgs i SL
+ adminigralion ARpy d Estt
b PSE System

b QoS

» EEE

Figure 7-9: MAC Addresses Statically Bound Static Configuration

Configuring a MAC address manually:
Step 1: Click the Configure MAC Binding button.
Step 2: In the "User MAC" text box enter the MAC address, for example B861.6FA8.C187
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Step 3: In the VLAN ID text box enter the VLAN ID, for example the default VLAN ID 1.
Step 4: Select the port in the port panel to bind the MAC address to.

Step 5: Click Apply.
2. Usethe ““ icon to edit a MAC address binding.

In the MAC address list, find the MAC address and click the O icon to edit the Port and VLAN as necessary. Then
click check the checkbox next to the User MAC address and click the Configure MAC Binding button statically

configure the MAC address to the port and VLAN configured.
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Figure 7-10: MAC Address of the Static Binding Configuration
3. Using the Dynamic MAC to Static MAC button to bulk link dynamic MAC address and bind them as a static MAC
address.

1. Inthe MAC address list check the checkbox next to the Dynamic MAC address to be bound as a static MAC.

2. Click the Dynamic MAC to Static MAC button to bind the dynamic MAC address as a static address.
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Figure 7-11: Batch-MAC Binding Dynamic Address as Static
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7.1.7.3 Batch Deleting static MAC addresses

1.
2.

In the MAC address list check the checkbox next to the Static MAC address(es) to be deleted.

Click the Delete Static MAC button to delete the MAC address(es).

T L4 L]
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Figure 7-12: Batch MAC Address Deletion

7.1.7.4 Delete a single static MAC address

To delete a single static MAC address:

Step 1: In the MAC address list find the static MAC address binding to delete.

Step 2: Click the ® icon under the Edit column to delete the MAC address binding from the MAC list.
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Figure 7-13: MAC Address Deletion
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7.1.7.5 Delete all dynamic MAC address

In the MAC address list, click the Clear Dynamic MAC button to delete all dynamic MAC addresses bindings from the
MAC list.
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Figure 7-14: Clear All Dynamic MAC Address

7.2 DHCP SERVER

7.2.1 DHCP server info

Click "System Management" "DHCP Server" to view and enable the DHCP Server configuration.

T
DHCP Server
W ik Conkouralon | DHER Server Ssitngs
» Poit :
DHCP Server: |
b VLAN Management
1P Aslrass
b Fault] Safety
Ty Ca—
~ System Management ! S—
HCE Sever Pool 81T 19216618
+ Sysiom Seings : -
Client Masi ]
* DHCP Serven
on ]
* Timeare Upgreds Sicands oN |
* System infomation Lrasn Time: [ ien rzEoas)
+ Configuratian Managamant Aaply |
— J b Server chent Lists
* RMON ost Name: |P Aaedress MAC Andress Lease Time 5]
* LLOP Sedngs First Frafous [1] Next Last) 1 4Pagn
+ Admanishaleon
b PSE System

Figure 7-15: Viewing the DHCP Server Configuration

7.2.2 Enabling the DHCP server

To enable the DHCP server, the DHCP IP address pool range and switch device IP must be within the same network

segment.
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Figure 7-16: Enabling the DHCP Server

When a host client connects to the switch’s network segment and sends DHCP requests, the IP assigned to the client

from the switch’s DHCP server will be displayed in the DHCP server client list.

7.3 SYSTEM UPGRADE

Click "System Management" "Firmware Upgrade" to upgrade the switch’s firmware.

——— L

‘Current Useradmin

Q System Home

Firmware Upgrade & Backup

B, Quick Configuration
Notice: 1. Please confirm the name and version of the upgrade file is appropriate for your switch model.

» Port Management 2. Do not refresh the page or close the upgrade process until it has completed or the upgrade will fail

» VLAN Management 3. During the upgrade process the page may be temporarily unavailable. do not remove pawer or reboot the device until the upgrade process completes
¥ Fault/ Safety

~ System Management Backup firmware 1o file ‘ Backup J
* System Settings

« DHCP Server | Firmware Upgrade from file ° file chasen ‘ Upgrade 7|
* Fimware Upgrade f

* System Information

* Configuration Management

* Dual Configuration

* SNMP

* RMON

* LLDP Settings

* Administration

Figure 7-17: Upgrading the Switch Firmware

To upgrade the firmware:

Step 1: Click the Choose File button to select a switch upgrade file.

Step 2: Click the Upgrade button switch to execute the new firmware upgrade.

Step 3: When the upgrade progress bar is at 100%, the switch will automatically reboot. When the switch finishes

rebooting the firmware upgrade is completed.
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7.4 SYSTEM INFORMATION

7.4.1 Memory information

Click "System Management" "System Information" "Memory Information" to view the current memory allocation of

the switch.

TR L4
Current User:admin ‘ i .

B system Home ‘ Memory Information| | ‘ CPU Information

B Quick Configuration

Description: Display system memory information.

» Port Management
» VLAN Management I System Memory Information
» Fault/ Safe Ermy
v [ Refresh
~ System M = _ . —
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* System Settings
Hamm: 127372 ¢1328 82442 a 2824 24500
* DHCP Server ~/+ buffera/cache: 34304 82582
Swap: [ ] 0

Firmware Upgrade

System Information

Configuration Management

Dual Configuration
* SNMP

* RMON

LLDP Settings

Administration
» PSE System
» QoS

® EEE

Figure 7-18: Viewing the System Memory Information

Click the Refresh button to update the memory allocation.

7.4.2 CPU information

Click "System Management" "System Information" "CPU Information" to view the details of the current process

execution queue of the switch.

Current User:admin

| memory information ”\ CPU Information \l

E System Home

B Quick Configuration
Description: Display system CPU information.

» Port Management
» VLAN Management I ERinhaaton
» r =
Fault/ Safety ‘ Refiesh |
w System M; | =
| [eBa: 30% used, 70% frae =
* System Seftings | Mem: 62124¥ used, 65248K free, OK snrd, 2624K buff, 24512K cached
|[Load average: 1.88, 1.64, 1.51 {State: S=sleeping R=running, W=waiting)
* DHCP Server
= Firmware Upgrade 120 r
43 root
* System Information 75 root
188 root
* Configuration Management 191 root
197 root
* Dual Configuration 186 root
172 root
* SNMP 194 root
162 root
* RMON 180 root
294 root
* LLDP Settings 189 root
178 root
* Administration 1 root
269 root
» PSE System 182 reat
121 root
» QoS 150 root i
» EEE | =

Figure 7-19: Viewing the CPU Information
86



To refresh the process execution queue, click the Refresh button.

7.5 CONFIGURATION MANAGEMENT

7.5.1 Configuration management

1. To view the switch’s current configuration:

Click "System Management" "Configuration Management" "Configuration Management", and click the View The

Current Configuration button.
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¥ Fault/ Safety I:I System Version: v20181 P
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cpu-protect sub-interiace route pps 200
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Figure 7-20: Viewing the Current Configuration

2. To save the current configuration of the switch:

Click "System Management" "Configuration Management" "Configuration Management", and then click the Save

button, the running configuration of the switch will be saved to the startup configuration file.
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Figure 7-21: Saving the Current Configuration

3. Toimport a new switch configuration file:

87



Click "System Management" "Configuration Management" "Configuration Management"
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Figure 7-22: Importing a Configuration
To import a configuration file:
Step 1: Select the Configuration Management tab.

Step 2: Click the "Choose File" button to select the configuration file to be imported from the switch’s file system.

Step 3: Click the Import Configuration button.

Step 4: In the restart confirmation dialog box, click to confirm the restart.

4. To export the current configuration file from the switch:
Select the Export Configuration radio button in the "System Management" "Configuration Management"

"Configuration Management" tab and then click the Export Configuration button.
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Figure 7-23: Exporting the Configuration

7.5.2 Restore the factory default settings

Click "System Management" "Configuration Management" "Restore the Factory Settings" to restore the switch to

the default factory settings.
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Figure 7-24: Restoring the Factory Settings

To restore the switch to factory default settings:
Step 1: Select the "Restore the Factory Settings" tab under "System Management" "Configuration Management".
Step 2: Click the Restore button and click OK in the pop-up confirmation box.

Step 3: After the switch reboots it will be restored to the factory default settings.

7.6 DUAL CONFIGURATION

7.6.1 To Backup and restore the current configuration file

The system maintains two configuration files: "default-config" and "startup-config". Further a backup configuration
file can also be created. You can use the dual configuration page to apply any current running configuration settings
to any to the startup and backup configuration files and set any of the three files as the startup configuration file.

Click "System Management" "Dual Configuration".

@ Note: Use the Configuration Copy tab to create a "backup-config" file if it does not exist on the file system.
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1. Click the radio button in the left column and then click apply to set the file as the Start-Up configuration file
(Start-Up flag is set to Y).
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2. Further, when the Apply button is clicked, the system will update the selected file with the current running

configuration settings. Use the "Delete" button to delete the backup configuration file if it has been created.

E] Note: The "default-config" configuration file will not be updated with the current running parameters.

7.6.2 Configuration Copy

Use the "Configuration Copy" tab to copy the running configuration to either the "startup-config" file or "backup-

config" file.

E] Note: If the "backup-config" file does not exist a new file will be created.
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Figure 7-25: Saving the Running-Config
7.7 SNMP

7.7.1 Viewing the SNMP Configuration

Click "System Management" "SNMP" to view the SNMP configuration.
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Figure 7-26: Viewing the SNMP Configuration Information

@ Note 1: By default SNMP is disabled.

[z] Note 2: The SNMP version used by external SNMP monitoring software used and the switch must be the

identical.

7.7.2 Enabling SNMP

Click "System Management" "SNMP", and then click the SNMP service OFF slider and wait for the pop-up dialog box

and Click "OK". The SNMP Service slider should change to ON.
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Figure 7-27: Activation SNMP Function
7.7.3 Disabling SNMP

Click "System Management" "SNMP", and then click the SNMP service button ON and wait for the pop-up dialog box

and Click OK. The SNMP Service slider will change to OFF.
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Figure 7-28: Disable the SNMP Function

7.7.4 Enabling SNMP TRAPs

With SNMP enabled, click the OFF slider next to SNMP TRAP service and click OK in the confirmation box. the SNMP

TRAP Service slider will change to ON.
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Figure 7-29: Enabling TRAPs
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7.7.5 Disabling SNMP TRAPs

Click the ON slider next to SNMP TRAP service and click OK in the confirmation box — the SNMP TRAP Service slider

will change to OFF .
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Figure 7-30: Disabling TRAPs

7.7.6 Modifying the Community name and permissions

Click "System Management" "SNMP" "Community" , and in the community name text box input the community
name for example: public. Then in the radio buttons next to Permissions, select either: RO — Read Only or RW — Read

and Write and finally click the Apply button to complete the configuration.
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Figure 7-31: Modifying the Community Name and Permissions
7.7.7 Adding an SNMP View
Click "System Management" "SNMP" "View" and in the Configure View box input for example: View Name: test OID

Subtree: 1.3.6.1.4.1 View Type: Included or Excluded Mask Mode: All or Manual Mask: 0111 then click the Apply

button to complete the configuration.

@ Note: these are example settings — make sure to use the SNMP settings that apply to your view.
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Figure 7-32: Adding an SNMP View
7.7.8 Adding an SNMP Group
Click "System Management" "SNMP" "Group" and in the Configure Group box input for example: Group Name:

testgroup Version: v3 (v1 and v2 supported) Security Level: no AuthNoPriv (v3 only) Read View: test Write View: test

Notify View: test then click the Apply button to complete the configuration.

@ Note: these are example settings — make sure to use the SNMP settings that apply to your group.
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Figure 7-33: Adding an SNMP Group

7.7.9 Adding an SNMP User

Click "System Management" "SNMP" "User" and in the Configure User box input for example: UserName: testuser
Group Name: testgroup (as configured) Version: v3 (as corresponds with the group) Security Level: AuthPriv (for
password controlled authentication Authentication Method: MD5 or SHA Authentication Password: test1234
(minimum 8 chars.) Privacy Method: DES or none Privacy Password: test1234 (minimum 8 chars.) then click the Apply

button to complete the configuration.
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@ Note: these are example settings — make sure to use the SNMP settings that apply to your user.
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Figure 7-34: Adding an SNMP User

7.7.10 Adding an SNMP Trap Notification

Click "System Management" "SNMP" "Notification" and in the Configure Notification box input for example:
Community/User: testuser Version: v3 (as corresponds with the group or user) Security Level: AuthPriv (for password

controlled authentication Type: Trap or Inform then click the Apply button to complete the configuration.

@ Note: these are example settings — make sure to use the SNMP settings that apply to your user.
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Figure 7-35: Adding an SNMP Trap Notification
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7.8 RMON

7.8.1 Viewing the RMON configuration

Click "System Management" "RMON", to view the RMON configuration.
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Figure 7-36: Viewing the RMON Configuration

7.8.2 Configuring an RMON Alarm

To configure an RMON Alarm select the port(s) to be configured and then use the example settings in Figure 7-37:

Configuring an RMON Alarm and click the Apply button.
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Figure 7-37: Configuring an RMON Alarm

@ Note 1: To configure the RMON Alarm Rising and Falling Event Index the EVENTs should be configured first

using the Event Radio button next to Configure Type at the top of the page.

@ Note 2: The Rising Threshold must be greater than the Falling Threshold.
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7.8.3 Adding an RMON event or history

Click either the Event or History radio button in the RMON configuration page and set the configuration accordingly.

Make sure the Community parameter matches the existing SNMP Community name. Click Apply after making any

changes.
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Figure 7-38: Adding an RMON Event
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When the RMON configuration is completed, click the Statistics List and choose a port to view its associated RMON

statistics.

Figure 7-39: Modifying an RMON History Configuration
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Figure 7-40: Viewing Port RMON Statistics

7.8.4 Deleting an RMON rule

Delete

Select the Configure Type: Alarm, Event or History and then the entry you want to delete. Click the * icon on the

right to delete the rule entry.
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Index | Interval | Port Variable sample Type Type Rising Threshold Rising Event Index Falling Threshold Falling Event Index Owner Delete

2 2251 1 BroadcastPkis absolute Falling 20 2 10 2 billysmith Izl
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Figure 7-41: Deleting an Alarm List Rule
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Figure 7-42: Deleting an Event List Rule
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Figure 7-43: Deleting an History List Rule

7.9 LLDP SETTINGS

7.9.1 Viewing the LLDP Global settings

Click "System Management" "LLDP Settings" "LLDP Global Set" to view the LLDP Global settings. The LLDP Global Set
is disabled by default.
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Figure 7-44: Viewing the LLDP Configuration

7.9.2 Enabling LLDP settings

In the LLDP Global Set tab click the drop down menu next to LLDP: and select enable. Then make any changes to the

Global Set parameters and click Apply.

To modify the switch action when receiving LLDP PDUs use the LLDP PDU Set drop down menu to select either

flooding, bridging or filtering.
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Figure 7-45: Enabling LLDP
7.9.3 LLDP port set

Select the LLDP Port Set tab to modify the individual LLDP port behavior to either Disabled, RX, TX or RX,TX.
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Figure 7-46: Setting the LLDP port properties

7.9.4 Neighbor info

When the LLDP function is enabled, neighbor information will be recorded when a neighbor device is found.
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Figure 7-47: Viewing LLDP Neighbors

7.10 ADMINISTRATION

7.10.1 Viewing the Telnet, HTTPS and SSH settings

Click "System Management" "Administration, "Administration Settings" to view the settings. Telnet is enabled by

default and HTTPS is enabled by default and SSH is disabled by default.
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Figure 7-48: Viewing the Telnet, HTTPS, and SSH Settings

7.10.2 Enabling Telnet

Click the OFF slider next to Telnet: and click OK in the pop-up confirmation box to enable the Telnet.

h’ i
“Rilevelone s

Administration

O

Figure 7-49: Enabling Telnet

» Authentication Failed

Uzername :
% Authentication Failed

Username: admin

ST

Figure 7-50: Telnet Login
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7.10.3 Enabling HTTPS

Click the OFF slider next to HTTPS: and click OK in the pop-up confirmation box to enable the HTTPS. Once enabled a

user can login to the Web Browser Management interface using HTTPS protocol.
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Figure 7-51: Enabling HTTPS
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Figure 7-52: HTTPS login

7.10.4 Enabling SSH

Next to SSH: on the Administration Settings page click the OFF sliding button once. The first time enabling the SSH
function may take approximately one minute before the interface responds. Ignore any warnings from your browser

and wait for the confirmation box.

102



i I'm

B sociem Home

W Quick Corapureicn

Administration

I Mntice: S5H fakes & fong 1ima bo open tor ne Arst fima, Flasss ba panent I

* Hystam Sattngs
* DHCP Seiver
*+ Firmusre Upgrade
+ Systam informahnn
* Cunfiguralion Mandgemnent
+ Dual Configuration
+ SNME
* RMOK
* LLDF Setings
= Administraton

* PSF Systam

* Qus

» EEE

» Part
» VIAN I e
¥ Fuult] Safety Teinec: ELIN
= System Management
iTes: LN

Figure 7-53: Enabling SSH
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Security Alert

The server's host key is not cached in the registry. You
have no guarantee that the server is the computer you
think it is.

The server's rsa2 key fingerprint is:

ssh-rsa 2048 6b:dSidB:ffiddif2:3cab 1R0T:aTid 3 c 0T ficf
If you trust this host, hit Yes to add the key to

PuTTY's cache and carry on connecting.

If you want to carry on connecting just once, without
adding the key to the cache, hit No.

If you do not trust this host, hit Cancel to abanden the
connection,

Cancel

EF 192.168.1.1 - O *

Figure 7-54: Using SSH to Login to the Switch
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8 PSE SYSTEM MANAGEMENT

8.1 PSE SYSTEM CONFIGURATION

8.1.1 Viewing the PSE system configuration

Click "PSE System Management" "PSE System Configuration" to view the PSE system configuration. Click the

"Refresh" button update the display with the latest configuration.

i L m

Current User:admin

J. { X

A f

2 system Home PSE System Configuration

BR, Quick Configuration
Power Supply Mode: | Energy saving mode v

» PortM t
X kit o) Apply Settings Reafresh
» VLAN Management
» Fault / Safety I PSE System Information
» System Management

Power supply port
+ PSE System

* PSE System Configuration Power management mode: Energy saving mode
*. PSEPOECONRUSGTON System total power: 70W
* PSE Timer Configuration
System power consumption: ow
» QoS
» EEE System available power: 70 W [100%]

Figure 8-1: Viewing the PSE System Configuration

8.1.2 Configuring power supply mode

The power supply mode can be one of 3 modes either: Automatic, Static or Energy Saving mode. To set the power
supply mode click "PSE System Management" "PSE System Configuration" and then next to Power Supply Mode use
the pull down menu and select either Automatic, Static or Energy Savings Mode. Finally click the Apply Settings

button.
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Figure 8-2: Configuring the Power Supply to Automatic Mode
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Figure 8-3: Configuring the Power Supply to Static Mode
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Figure 8-4: Configuring the Power Supply to Energy Saving Mode

8.2 POE PORT CONFIGURATION

Click "PSE System Management" "POE Port Configuration" to configure the power allocation on individual POE ports.
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Figure 8-5: Port PoE Power Allocation

To configure the power allocation on individual PoE Ports:
Step 1: Click a port to select it in the port selection panel

Step 2: In the power supply enable pull down menu, select "Enabled".

Step 3: In the Max Power pull down menu, select 6, 11, 20, 32 or 35 watts depending on the Powered Device

(PD) requirement and the total available switch power.
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8.2.1 Modifying a POE port

In the PSE Power Information list Click the “ icon to re-configure the port’s PSE power allocation and disable or

enable the power the port’s power supply.
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Figure 8-6: Modifying the Port PoE Configuration

8.3 POE TIMER CONFIGURATION

Click "PSE System Management" "PoE Timer Configuration" to configure the individual port’s automatic PoE power
ON/OFF schedule. The on and off times can be set either using a single absolute time period or a repeating periodic

schedule.
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Figure 8-7: PoE Timer Absolute Time Configuration
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Figure 8-8: PoE Timer Periodic Time Configuration

To configure the PoE timers:

Step 1: Select a port(s) in the port panel view to configure.

Step 2: In the Timer pull down menu, select enable.

Step 3: Configure absolute time selecting from the calendar and time configuration window a start time YYYY-MM-
DD HH:MM to an end time YYYY-MM-DD HH:MM.

Step 4: -or- Configure a repeating periodic start time Day (M-S) Hour/Min to end time Day (M-S) Hour/Min using the

pull down menus.
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9 QOS

9.1 PRIORITY SCHEDULE

9.1.1 Viewing the QOS priority schedule

Click "QoS" "Priority Schedule" to view the port priority schedule.
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Figure 9-1: Priority Schedule

9.1.2 Configuring 802.1P QoS

9.1.2.1 Configuring 802.1P Strict Priority QoS

Click "QoS" "Priority Schedule" and in the scheduling mark pull down menu select 802.1p. In the Scheduling
algorithm pull down menu select Strict Priority. Select the port(s) to apply the QOS algorithm CoS to in the port panel
view and then select the Class of Service using the COS: pull down menu (0-7) to be applied to the selected ports.
Finally click Apply to configure the 802.1p Hybrid QOS COS on the selected ports (repeat with a new COS for the

other ports until done.
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Figure 9-2: Configuring 802.1p Strict Priority QoS

9.1.2.2 Configuring 802.1P WRR QoS

Click "QoS" "Priority Schedule" and in the scheduling mark pull down menu select 802.1p. In the Scheduling
algorithm pull down menu select WRR. Adjust the queue weights for queues 1 to 8 in the eight Queue Weight Value
Configuration boxes. Select the port(s) to apply the QOS algorithm CoS to in the port panel view and then select the
Class of Service using the COS: pull down menu (0-7) to be applied to the selected ports. Finally click Apply to
configure the 802.1p Hybrid QOS COS on the selected ports (repeat with a new COS for the other ports until done.
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Figure 9-3: Configuring 802.1p WRR QoS

9.1.2.3 Configuring 802.1P Hybrid QoS

Click "QoS" "Priority Schedule" and in the scheduling mark pull down menu select 802.1p. In the Scheduling
algorithm pull down menu select Hybrid. Select WRR in the Queue Scheduling Algorithm pull down menu with the
queues 1 to 7 to selected below and then adjust the queue weight values in the Queue’s 1 to 8 input boxes. Select

the port(s) to apply the QOS algorithm CoS to in the port panel view and then select the Class of Service using the
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COS: pull down menu (0-7) to be applied to the selected ports. Finally click Apply to configure the 802.1p Hybrid QOS

COS on the selected ports (repeat with a new COS for the other ports until done.
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Figure 9-4: Configuring 802.1p Hybrid QoS

9.1.3 Configuring DSCP QoS

9.1.3.1 Configuring DSCP Strict Priority QoS

Click "QoS" "Priority Schedule" and in the scheduling mark pull down menu select DSCP. In the Scheduling algorithm
pull down menu select Strict Priority. Click Apply and then adjust the priority of the DSCP values using the DSCP
value from (0-63) and to (0-63) pull down menus selecting the required priority (1-8) for the range. Click Apply and

repeat until all DSCP values have the required priorities.
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Figure 9-5: Configuring DSCP Strict Priority QoS
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9.1.3.2 Configuring DSCP WRR QoS

Click "QoS" "Priority Schedule" and in the scheduling mark pull down menu select DSCP. In the Scheduling algorithm
pull down menu select WRR. Adjust the queue weights for queues 1 to 8 in the eight Queue Weight Value
Configuration boxes and click Apply. Then adjust the priority of the DSCP values using the DSCP value from (0-63)
and to (0-63) pull down menus selecting the required priority (1-8) for the range. Click Apply and repeat until all

DSCP values have the required priorities.
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Figure 9-6: Configuring DSCP WRR QoS
9.1.3.3 Configuring DSCP Hybrid QoS

Click "QoS" "Priority Schedule" and in the scheduling mark pull down menu select DSCP. In the Scheduling algorithm
pull down menu select Hyrbrid. Select WRR in the Queue Scheduling Algorithm pull down menu with the queues 1
to 7 to selected below and then adjust the queue weight values in the Queue’s 1 to 8 input boxes. Click Apply and
after adjust the priority of the DSCP values using the DSCP value from (0-63) and to (0-63) pull down menus selecting

the required priority (1-8) for the range. Click Apply and repeat until all DSCP values have the required priorities.
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Figure 9-7: Configuring DSCP Hybrid QoS

9.1.4 Editing the QoS values

Click the “ icon to modify the QoS values:
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10 EEE

10.1 VIEWING THE 802.3AZ EEE SETTINGS

Click "EEE" "EEE" to view the EEE ON/OFF status.
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Figure 10-1: Viewing the 802.3az EEE ON/OFF Status
10.2 ENABLING 802.3AZ EEE

Click "EEE" "EEE and click the "OFF" slider once and wait for it to turn to green "ON" then click Apply.
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Figure 10-2: Enabling 802.3az EEE
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